You may set up your digital signature ahead of time or while signing your first
document. Follow the links to the instructions of your choice.

When signed documents are returned you may apply trust settings and
validate the signature. See “Trusting and Validating a Digital Signature for
Instructions.
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An important issue to consider when utilizing digital signatures is that any document that requires
multiple signatures (i.e. contract modifications) must be either signed entirely in pen/ink on paper or
signed entirely with all parties using electronic signatures. It is not possible to mix the two methods of
signature as paper printouts of digital signatures are meaningless and scanning handwritten signatures
into a PDF document is not currently acceptable as a legal signature.



Create Your Digital Signature While Signing Your First Document in
Adobe Acrobat

If a signature block does not exist on the document.

File Edit WView Document Comments Forms Tools | Advanced Window Help

= 1 & e Accessibilty AT 5
' sign & Certify Sign Document —
— i Secuity v Place Signature
When authorized, the con e Apply Ink Signature ntract
documents ey s Y IS ST
T  Msnsgs Trusted Identites, . R Cartify with visible Signsturs —
CEDAR FALLS CONSTF  Extend Features in Adobe Reader... Certify without Visible Signature
Print Production v
N Redaction 3
(Signature) = ate)
Document Pracessing v
Approved by District Con:  Wieb Capture 4 )
PDF Optimizer. . [
£ Preflight. . shitsClen
re) ey I (Signature) (Date)

Click on Advanced/Sign & Certify/Sign Document

Adobe Acrobat

- IUsing wour mouse, click and drag to draw the area where vou would like the
\lf) signature to appear, Once you finish dragaing out the desired area, wou will be
taken to the next step of the signing process,

1D not show this message again

Click OK

i contmodtest.pdf - Adobe Acrobat Pro
File Edit Wiew Document Comments Forms Tools Advanced ‘Window Help

D URiesl: w O Ke®[e] G @i T

When authorized, the confractor agrees to perform the work outlined above in accordance with provisions of the coniract
documents.
CEDAR FALLS CONSTRUCTION CO., INC Recommended by Project Engineer
(Signature) (Date}) (Signature) (Date)
Approved by District Construction Engineer or designee Approved by Central Construction (when applicable)
(Signature) (Date) (Signature) (Date)
FEDERAL PARTICIPATION - ACTION BY F.HW.A.
___ Approved __ Not Eligible
__ SeeletterDated (Signature) (Date)

Click and drag to create a signature box as shown above. The following dialog box will open.

If a signature block is available on the document
Select the signature block and the following dialog box will open.



Add Digital ID

I want to sign this document using:

)My existing digital ID from:

(%)ia new digital ID I want to create now

)

Select “A new digital ID | want to create now” and then click Next.

Add Digital ID

Where would you like to stare your self-signed digital ID?

(& New PKCo#12 digital ID file:

Creates & new password protected digital ID file that uses the standard PKCS#12 format, This
common digital ID file Format is supparted by most security software applications, including major
web browsers, PKCS#12 files have a .pfx or .pl2 file extension,

() windows Certificate Store

our digital ID will be stored in the Windows Certificate Store where it will also be available to other
windows applications. The digital 1D will be protected by vour Windows login.

o) (i

x)

Select “New PKCS#12 digital ID file” and then click Next.




X

Add Digital ID.

Enter wour identity information to be used when generating the self-signed certificate.

Mame {e.q. John Smith): W
Organizational Unit: lﬂstructionam
Organizakion MNarme: m

Email Address: m

CountryReqgion: | US - UNITED STATES v |

[JEnable Unicode Support

Key Algarithri: | 1024-bit RSA ~ |

Use digital ID for: | Digital Signatures and Data Encryption w |

e G

Fill out the first four fields and then click Next.
Add Digital ID X

Enter a file location and password For wour nesw digital ID file, You will need the password when you use
the digital ID to sign or decrypt documents, You should make a note of the file location so that vou can
copy this file For backup or other purposes, You can later change options Faor this file using the Security
Settings dialog.

|nd SettingsirandrestApplication DatalAdobel Acrobat 2, 04 SecurityiRhondaPecenka, pfx Browse...

Password:

|**********

Confirm Passward:

|**********

[ < Back ][ Finish l

NOTE: It is helpful to make note of the file location. This will make it easier to import your signature

from one device to another.

Enter and confirm a password and click finish.



Sign Document

X

Sign As: |Rh0nda Pecenka <rhonda.pecenka@dat.iowa.goy: v| @

Password:

**********l

Certificate Issuer: Rhonda Pecenka

Rhonda
Pecenka

[ Lock Document: After Signing @

)
Appearance: | Standard Text v

Digitally signed by Rhonda Pecenka

DN: cn=Rhonda Pecenka, o=lowa
Department of Transpartation,

ou=0ffice of Construction and O
Materials,

email=rhonda pecenka@dotiowa.go

v, c=U5

Date: 2013.08.27 15:20:52 -05'00

[ Sign l[ Cancel ]

Enter your password and click Sign.

D

My Recent
Documents

tdy D ocuments

o

by Computer

e

by Mebwork

Savein: | |5 esign test files V|

= 01-0802-226.2.pdf

21133 FORM signed RP. pdf
= 211aa FORM.pdf

T 211aa FORMnew pdf

= contmodtest. pdf

= contmodtest2. pdf

B contmodtest.p

T ConthodTestAcrobat. pdf

T contmadtestextendedfeatures. pdf

T DataiWindow pdf

L NewContModTest pdf

T SignedRCE test. pdf

T SignedRCE test pdf - Adohe Acrabat Pra, Version_ Signature2 Signed by
T SignedRCE test2 pdf

File name: |cnntmodte&t3.pdf W | [

Save ]

Save a3 lype: |.~'-\c|ube PDF Files [*.pdf] w | [ Cancel ]

Twpe: Adobe Acrobat Document
File: Size: 95 KB
Modified: 82712013 2:06 PM

You will be prompted to save your file. Once saved, your signature will appear in the document.




Create Your Digital Signature While Signing Your First Document in
Adobe Reader

If a signature block does not exist on the document.

£2 contmodiest. pdi - Adobe Reader

Bl B8 Yew Widow e x|
W FaF % (= | 3 '|—| goa | (=) (g |1rxm . | H_ | 2= Tnnl( Sign ;zmnwm Extended |
p =

‘b‘ Contract Modification [

AN 19:20 AW
i Deparmers of Tmrapomation

FisiiManager 4 5

Click on “Sign”

¢ contmodiest. pdl - Adobe Reader [
b Edt Yew window Ll |
1

QBPREEE| & @ ]ia| @@ [ree]-]|E|l7 - 1ol d

| v T Need o Sign
» Gt Dthers to Sign
* Work with Certificates

‘ﬂ-‘ Contract Modification
—

L Dt o Tranascsmaien

1 1AM L

[ Tme StdDiataly sgn document

Femanager

Canerace: 00-0002.738, PCC PATCHING

Tont Mod
Hurvibsen

Revision

Humiber

Conk. Wod.
Date
1002012 $1.750.00 21378240

Rts Enteredd By

et Change Avarded Contract Amoun

Contract Location
STATEWIDE MP.000-2(T38)0-T6.00

A new menu will open; click on “Work with Certificates”, and then “Sign with Certificate.

Adobe Reader &|

draq out the area where you would like your signature ko appear. Once vou
finish dragging out the desired area, vou will be taken to the next step of the
signing process.

é‘) To begin signing, choose the 'Drag Mew Signature Rectangle' butkon, and then

i Drag Mew Signature Rectangle ... | [ Zancel

Click on “Drag New Signature Rectangle”

When authorized, the contractor agrees 1o perform the work outined above in accordance with provisions of the contract

GODBERSEN-SMITH CONSTRUCTION CO. & SUBSID. | Recommended by Project Engineer

(Signature) {Date) (Signature) (Date)
Approved by District Construction Engineer Approved by Central Construction (when applicable)
(Signature) (Date) (Signature) (Date)

FEDERAL PARTICIPATION - ACTION BY F.HW.A,

—_Approved __ Not Eligible

—SeeletierDated _ (Signature) (Date)

Click and drag to create a signature box as shown above. The following dialog box will open.



If a signature block is available on the document
Select the signature block and the following dialog box will open.

Add Digital ID

(x)

I want ko sign khis document using:

(") My existing digital ID from:

(2)ia new digital ID I want to create now:

Select “A new digital ID | want to create now” and then click Next.

Add Digital ID 3

where would vou like to store your self-signed digital 107

(%) New PKCS#12 digital ID file:

Creates a new password protected digital ID File that uses the standard PKCS#12 Format. This
common digital ID File Format is supported by most security software applications, including major
web browsers, PKCS#12 files have a .pfx or .pl2 file extension,

) windows Certificate Store

Your digital ID will be stored in the Windows Certificate Store where it will also be available to other
wWindows applications, The digital 10 will be protected by vour Windows login.

(o] [

Select “New PKCS#12 digital ID file” and then click Next.



Add Digital ID X

Enker vour identity information to be used when generating the self-signed certificate,

Mame {e.g. John Smith): |Rh0nda Pecenka

Organizational Unit: |OfFi-:e of Construction and Materials

Crganization Marme: |Iowa Department of Transportation

Emnail &ddress: |rh0nc|a.pecenka@dot.iowa.gov|

Country /R egion: | US - UMITED STATES w |
Kew Algorithm: | 1024-hit RSA w |
Use digital ID For: | Digital Signatures and Data Encryplion W |

’ < Back l[ Mext =

Fill out the first four fields and then click Next.

Add Digital ID X

Enter & file location and password For vour nes digital 1D File, You will need the password when you use
the digital ID to sign or decrypt documents, You should make a noke of the file location so that vou can
copy this file for backup or other purposes, You can later change options For this file using the Security

Settings dialog,
File Mame:

Browse,..
Password:

|**********

C [ [

Confirm Password:

|**********

[ < Back ] [ Finish ]

NOTE: It is helpful to make note of the file location. This will make it easier to import your signature
from one device to another.

Enter and confirm a password and click finish.



Sign Document

X

Sign As: | Rhonda Pecenka (Rhonda Pecenka) 2018.08.27

v|@

Password:

shsksbksbobopebcbok

Certificate Issuer: Rhonda Pecenka

Rhonda
Pecenka

[CJLock Document: After Signing @

(o)
Appearance: | Standard Text w

Digitally signed by Rhonda Pecenka

DN: cn=Rhonda Pecenka, o=lowa

Department of Transportation,

ou=0ffice of Construction and

Materials, O
email=rhonda pecenkagdotiowago
w,c=U5

Date: 2013.08.27 15:24:35 -05'00"

[ Sign

Enter your password and click Sign.

&

My Recent
Documents

[

Desktop

|

=

\$

typ Documents

@

ty Computer

hdp Metwark,

Save in: | |50 esign test files v|

= 01-0802-226.2. pdf

T2211aa FORM signed RP. pdf
= 211aa FORM. pdf

T 211aa FORMnew. pdf

T contmodtest. pdf

T contmodtest2 pdf

P contmaodiestd. pdf

T ContMadTestAcrobat. pdf

T contmodtestextendedfeatures. pof

T Datatindow, pdf

T MewConthodTest. pdf

T SignedRCE test. pdf

7. SighedRCE test.pdf - Adobe Acrabat Pro, Wersion_ Signature2 Signed by
T SignedRCE test2 pdf

File name: |contm0dtest3.pdf hd | [ Save ]

Save sstype: | Adobe PDF Fies [* pdi) | | Cancel |

Type: Adobe Acrobat Document
File Size: 95 KE
Modified: 8/27/2013 2:06 PM

You will be prompted to save your file. Once saved, your signature will appear in the document.



To Set Up a Digital Signature in Adobe Acrobat (9) Ahead of Time

Open an existing PDF file.

Advanced Window  Help

Accessibiity v
7 Sign b Certify L
ﬁ'—"'ﬂi"t‘f b

Manages Trusted [dentiies. .,

Extend Features in Adobe Reader...

Print. Production b

Redactipn L3

Pooument Processing L

Web Caphure L4
11p;m Shift +Chrlx

Click on the Advanced Tab and then on Security Settings.

Security Settings

Digital IDs ‘fﬁ add 1D " Usage Options ~ Y Certificate Details v Export e Refresh Il Remove ID

Directory Servers N
Issuer Storage Mechanismm Expires
Time Stamp Servers

Adobe Liveycle Rights Ma

Click on Add ID

Adkd o crecte 2 digtal I ko d rrrypk doueends, L s with vour il D
OLF signature.

ety it gt ol 10 e

(! & meve digital I 1 want bo creste now

Coed | Bk »

Select “A new digital ID | want to create now” and click next.



Add Digltal 1) 3

Where woukd you e to store your sef-signed dogtal 107
(5 mew PELSS 12 digital 1D file

format, This

e browsers. PKCS#12 Fies have & phe or p12 He extersion.

(7 Windowes Certificate Store

our stored i the ol o
Wik applcations, T digtal 16 vell be protectad by yias Wi kign.

o) (e

Select “New PKCS#12 digital ID file and click next.

Add Dightal I 3

Hae (s.0. oo i [FhwrdaPococka
R R ey
Grgarication Werne: [irant of Tramporiion

Enad advers: (DTS TTITNN
Coumtryifoagon: | 5 - LAGHED STATLS v
[ nable uricods Suppert

Ky grither [ 102400 B2A -
Use dgtal I for: | Dugtal Sonahures and Dets Encrypion e
(e ] e )

Fill out the first four fields and click next.

Adld Dighal D [X]

Ereer e kot

secrypt documents. ot of
cogry thes Fil For backup or other purposs. ou can lsber changs aptions For thes fils Lsing the Securty
Sektings ko,

Paspword:

]

Confrm Passwond:

e M

NOTE: It is helpful to make note of the file location. This will make it easier to import your signature
from one device to another.

Enter and confirm a password and click finish.



To Set Up a Digital Signature in Adobe Reader (XI) Ahead of Time

Open an existing PDF file.

ek NewContModTest. pdf - Adobe Reader

CrieC

Cry
Select all Ctr+a
Deselect Al Shift+Ctri+a
Copy File to Clipboard

'ﬁ Take a Snapshot
Check Spelling L4
Look Up "Revision”

@ Fnd Cl+F
Advanced Search shift+Ctrd+F
Protection L4
Analysis >
Accessihili »
Preferences... ChrK

Click on Edit, then Preferences

Preferences E|

Categoriss:
Digital Signatures.

Commenting
Documents Creation & Appearance

Full Screen
ceroral + Contral optians for signature creation
« Sek the appearance of signatures within a document

Page Display

30 & Multimedia werification
Accessibility
fidobe Crline Services + Control how and when signatures are verified
Email Accounts

Forms
Identity
Inkernst
JavaScript

Identities & Trusted Certificates

« Creste and manage identities For signing
Language « Manags credentials used o brust documents
Measuring (20)
Measuring (30}
Measuring (Geo) Document Timestamping
Multimedis (lsgacy)
Multimedia Trust (legacy) + Configure timestamp server settings
Reading

Reviewing

Search

Security

Securiy (Enhanced)
Signat,

Speling
Tracker
Trust Manager =
Units.

liedmbe

E3

Select “Signatures”(in left column) Click the “More” button next to Identities & Trusted Certificates



f— Digital ID and Trusted Certificate Settings

Digital ID ?&I &dd ID r |Usage Options * B Certificate Cetails g Expart e Refresh () Remove ID
Trusked Certificates N
Mame Issuer Storage Mechanism Ex|
< ] | >
Click the Add ID button
Add Digital ID [x]

Add or create a digital 1D to sign and encrypt documents. The certificate that comes with your digital 1D is
sent ko others so that they can verify your signature, Add or create a digital ID using:

() My existing digital ID from:
A file
A roaming digital ID accessed via a server

—= = sabljis computer

(3) A new digital ID T want to create now

Select “A new digital ID | want to create now” and click next

Add

would you like to store your sel= ligital ID7

@ New PKCS#12 digital ID file

that uses the standard PKCS#12 format, This
most security software applications, including major
e a ,pfx or ,pl2 file extension,

Creates a new password protected digital T
omman digital I file Format is suj

w
) Windows Certificate Store

wour digikal ID will be stared in the Windows Certificate Store where it will also be available to other
windows applications, The digital ID will be protected by your Windows login,

Select New PKCS#12 digital ID file and click next




Add Digital ID

X

Enter ywour identity information to be used when generating the self-signed certificate.

Mame (e.q. John Smith): ‘Rhunda Pecenka

Organizational Unit: ‘Office of Construction and Matetials

Organization Mame: ‘Iowa Department of Transporkation

Email Address:

Country/Region: | US - UNITED STATES s |
Key Algarithm: | L024-bi R5A v
Use digital D for: | Digital Signatures and Data Eneryption ~|

Fill out the top 4 fields and click next
Add Digital ID E3]

Enter a file lacation and password for vour new digital ID file. You will need the password when vou use
the digital ID to sign or decrypt documents. You should make a note of the file location so that wou can
copy this file For backup or other purpases, You can later change options For this file using the Security
Settings dialog.

)lh%
G (oo ]

Password:

|
L e

Confirm Password:

[ < Back ][ Finish ]

NOTE: It is helpful to make note of the file location. This will make it easier to import your signature
from one device to another.

Create a password and click finish.



Trusting and Validating a Digital Signature

When you receive a document with a new signature, Adobe will indicate that it has problems with the

following warning icon.
]

I
-

File Edit WYiew Document Commenkts Forms Tools Advanced ‘Window Help %

_jﬁ =" %1;2

: dTe, 2 \ \ - *

k| 872 € |8 ® [+1.3% = = | ) -
lé‘_,'-I Ak leask one signature has problems. w Signakure Parel

P

Click on the Signature Panel on the right side of the screen.

_!". Rev. 1: Signed by Rhonda Pecenka <rpec

Signature walidity is unknown:
Document has nok been modified since this
Signet's identiky is unknown because it has
Signature date time are From the clock on

Signature Dekails
Last Checked: 2013.08.27 12:41:21 -05'00'
Field: SignatureZ on page 2

Click ko wiew this version

The Signatures Panel will open on the left. Click on the + adjacent to the signature displaying the
warning. This will display the information about the signature

E‘." A least one signature has problems.
(S-S |

Yalidate all

Signaturs validty G0 ko Signature Field :
Document has  fyalidate Signature ]
Signer's identi [
Signature dats enmiiaiag i

+ Signature Details Compare Signed Yersion to Current Yersion
Last Checked: 200 Sheay Signaturs Properties. .. »

Field: Signature? orrpeges STRTETIOET,
Click ko view this version I

Right click on the warning row and select Validate Signature



Signature Validation Status

Lo | Signature walidity is UMKROWH,
‘_L\ - The Document has not been modified since this signature was applisd.
- The signer's identity is unknown because it has not been included in wour list of trusted
identities and none of its parent certificates are trusted identities.

[Legal Motice, ., ] ’Signature Properties,., ] ’ Close

Select Signature Properties

Signature Properties M|

IZI'J Signature validity is UMENOWHN,
Ay

| Surnmary | Docume‘t | Signer |[¥te,|’Time | Legal |

=

—1  The signer's identity Is unknown because it has not been included in your list of trusted identities
and none of its parent certificates are trusted identities,

Sigred by IRhonda Pecenka <rpecenka@dot.iowa.gov =

.'a Click Show Certificate For more information about the signer's certificate and its validity details, or
to change the trust settings For the certificate or an issuer certificate,

Walidity Details
E_f{ The sigriet's certificate is a self-signed certificate that is not trusted.
@ Path validation checks were successful,

Ej Revocation checking was not performed,

Signer's Contact Information: Mot available

[ alidate Signature ] [ Close ]

On the Signature Properties window, select the “signer” tab, then “show certificate”.



This dialog allows you to view the details of a certificate and its entire issuance chain. The
details correspond to the selected entry. Multiple issuance chains are being displayed because
none of the chains were issued by a trust anchor.

Shiow all certification paths Found

Rhonda Pecenka <rpecenks | summary | Details | Revocatifn | Trust | Ablicies | Legal Notice |

This certificate is not trusted.

Trust Setkings

Sign documents or data

Certify documents

certified docurment

Execute high privilege JavaScripts that are embedded

®
x
3 Execute dynamic content that is embedded in a
®
in a certified document

x

Perform privileged system operations {networking,
printing, file access, etc.)

[ #&dd bo Trusted Identities. ..

< | =

a This is a self-signed certificate. The selected certificate path is wvalid.

The path validation checks were done at 2013/08(21 14:25:05 -05'00°

On the Certificate Viewer: Select “Trust” Tab, then click “Add to Trusted ldentities”.

If wou change the trust setkings, wou will need ko revalidate any signatures ko
! see the change,

Trusting certificates directly from a document is usually urwwise, Are wou sure
vou want ko do Ehis?

Ik l [ Cancel

Click OK



Import Contact Settings

Certificate Details
Subject:  Rhonda Pecenka <rpecenka@dot.iowa. gov>
Issuer: Rhonda Pecenka <rpecenka@dot.iowa.gov >
Usage: Sign transaction, Encrypt document
Expiration: &/19J2018 1:32:16 PM

Trust |

A& certificate used to sign a document must be a trusted root or be issued by a trusted root in
order for signature validation to succeed. Rewvocation checking is not performed on or sbove a
trusted rook,

Use this certificate as a trusted rook
If signature validation succeeds, trust this certificate For:
Signed documents or data
[Jcertified documents

Cwniarnic conkenk
Embedded high privilege JavaScript

Privileged system operations {netwaorking, printing, file access, ete.)

On the Import Contact Settings window, click OK.

Certificate Viewer

This dialog allows you to view the details of a certificate and its entire issuance chain. The
details correspond to the selected entry.

[[15how all certification paths found

Rhonda Pecenka <rpecenk: | Surnrmary || Dietails || Resvocation | Trust |PDIicies ” Legal Motice ‘

This certificate is directly trusted in your trusted identities list.

Trust Settings

This certificate is set as a trust anchor, the result being that
thi it jficates issued beneath this
ettificate are trusted to:

< Sign documents or data

wecute dynamic content that is embedded in a
Execute d i tent that is embedded i
certified document

3  Execute high priviege JavaScripts that are embedded
in a certified document

$¢  Perform privileged system operations (networking,
printing, file access, etc.)

Add to Trusked Identities. ..

< | ®

O This is a self-signed certificate. The selected certificate path is valid.

The path validation checks were done at 2013/08/21 14:25:05 -05'00"

And OK again on the Certificate Viewer. Note there is now a green check mark next to “Sign documents
or data”



Signature Properties El

@ Signakure is WALID, signed by Rhonda Pecenka <rpecenka@dot.iowma, gov =,

Surnmary | Document | SGNEF | DakeTime | Legal

L@ The signet's identity is valid,

Signied by ‘Rhonda Pecenka <rpecenka@dot.iowa.gov > Show Certificate. ..

il Click show Certificate for more information about the signer's certificate and its validity details, or
to change the trust settings for the certificate or an issuer certificate.

Validity Details

L@ The signer has used a self-signed certificate that is directly trusted in wour trusted identities
list For the purpose of signing.

k% Path validation checks were successful,

L@ Revocation checking is not performed for Certificates that you have directly trusted,

Signet's Contact Information: Mot available

I Validate Signature ] [ Clase I

Select “Validate Signature” and “Close” on the Signatures Properties window:

Signatures

-

.= Rev. 1: Signed by Rhonda Pecenka <rpece

Signature should have a green checkmark in the Signatures Panel after they have been trusted and
validated.

NOTE: Once you have validated a digital signature, this signature will not have to be validated again.
The effort required to validate digital signatures will diminish as your list of trusted digital signatures
expands.
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