
 

 
 

 

Motor Vehicle Division Policy Memo # 21‐02 
Suspension of DOT System or Motor Vehicle Record‐Handling Privileges Pending 
Investigation  
 

DATE:  January 29, 2021 
FROM:  Melissa Gillett, Director, Motor Vehicle Division 
TO: Iowa County Treasurers and County Treasurers’ staff that access ARTS or other DOT systems and 
records.  
 
SUBJECT 
This policy memo explains our policy on suspension of access to DOT systems or motor vehicle records 
containing secure or personally identifying information (PII) while an investigation into misuse of a DOT 
system or record is ongoing, and our authority to terminate access if the results of such an investigation 
warrant termination. 

EXPLANATION 
Under Iowa Code section 321.31, the Iowa DOT is charged with installing and maintaining the state 
motor vehicle records system. While the department has issued a policies and procedures document 
(PPM 030.02) related to computer resources addressing the proper usage of DOT systems, and Driver & 
Identification Services (DIS) has entered into 28E agreements addressing that any misuse of a DOT 
system may result in termination of access, we are providing this policy memo to further communicate 
and document our policy that an investigation into any misuse of a DOT system or motor vehicle record 
may result in suspension or termination of access privileges.  
 
An investigation involving a DOT employee relating to a potential misuse of a DOT system or motor 
vehicle record will follow the investigatory procedures set forth by the State’s Human Resources rules 
and may include placing an employee on administrative leave pending the results of such an 
investigation. While a county treasurer employee is not subject to those same State Human Resources 
rules, a similar circumstance involving potential misuse of a DOT system or motor vehicle record should 
require the same safeguards to protect DOT systems and motor vehicle records while an investigation 
takes place. As a result, DOT system access or access to any motor vehicle records may be suspended 
pending the completion of any such investigation and access may be terminated if the results of the 
investigation warrant termination.  
 
DOT GUIDANCE 
The following two attachments related to acceptable DOT system and records usage may be found at 
the end of this memo: 

 DOT PPM 030.02 

 A sample 28E agreement with the county treasurers 

 
HELPFUL QUESTIONS AND ANSWERS 
The following questions and answers provide additional information. 
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WHAT IS A DOT SYSTEM OR MOTOR VEHICLE RECORD? 
For purposes of this memo, a motor vehicle record is any document submitted or created in 
connection with a motor vehicle or driver’s license transaction.  A DOT system is any computer 
system provided by the DOT. This could include ARTS, ERMS, or any other system provided by 
the DOT.  
 
WHAT IS THE PROCESS FOR INVESTIGATING A POTENTIAL MISUSE OF A DOT SYSTEM OR 
MOTOR VEHICLE RECORD? 
The Iowa DOT Bureau of Investigation & Identity Protection, under approval of the Motor 
Vehicle Division Director, conducts investigations into allegations or acts of unlawful or 
improper usage of DOT systems or motor vehicle records.  In the event of  an allegation of 
misuse or upon discovery by internal audit of information that requires further investigation, 
system access privileges to ARTS, other DOT systems, or motor vehicle records may be 
suspended.  The suspension of system access and records‐handling privileges will be at the 
discretion and approval of the Director of the Bureau of Investigation & Identity Protection 
and/or the Motor Vehicle Division Director.  System access and records‐handling privileges will 
remain suspended in full (including both motor vehicle and driver’s license‐related accesses) 
during the time required for the investigation. The outcome of the investigation, including any 
criminal prosecution that may result, will determine whether access can be restored or if it will 
be terminated.   
 
WHAT CONSITUTES MISUSE OF A DOT SYSTEM OR MOTOR VEHICLE RECORD? 
PPM 030.02 describes the acceptable and unacceptable uses of DOT systems. Examples of 
prohibited practices include, but are not limited to, using DOT systems for commercial or 
political purposes or using DOT systems for personal gain.  The MVD Education and Information 
Team has also developed an online training covering DPPA requirements that provides further 
guidance on the appropriate and ethical use of personally identifying information (PII) contained 
in motor vehicle records.  All county and DOT staff should have completed this training. Any 
questions about the availability of the online DPPA training may be directed to the Education 
and Information team at MVD.EdandInfo@iowadot.us.   
 
WHAT HAPPENS IF MY ACCESS TO A DOT SYSTEM OR MOTOR VEHICLE RECORDS IS 
SUSPENDED? 
Suspension of your DOT system access or motor vehicle records privileges may prevent you 
from being able to perform the duties required of your employment.  This in turn may lead to 
further actions to be taken by your employer within their discretion. 
 
WHAT CRIMINAL CHARGES MAY APPLY IF SOMEONE MISUSES A DOT SYSTEM OR MOTOR 
VEHICLE RECORD? 
Iowa Code sections 721.1 and 721.2 address felonious and non‐felonious misconduct in office. 
We encourage anyone who is interested in what types of violations may be subject to criminal 
charges to review both of these code sections carefully. Generally, these code sections prohibit 
a public officer or employee of the state from falsifying official state records or from using the 
property owned by the state for any private purpose and for personal gain, to the detriment of 
the state. 
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If the misuse involves a violation of the federal Driver’s Privacy Protection Act (DPPA), that 
violation may result in being subject to federal prosecution or incurring sanctions for civil 
damages under 18 U.S.C. § 2721‐2725. 
 
DOES THE DIS 28E AGREEMENT WITH COUNTIES THAT ISSUE DRIVER’S LICENSES AND 
NONOPERATOR ID CARDS ONLY APPLY TO THE COUNTY OFFICIAL THAT SIGNS THE 
AGREEMENT? 
No.  Although the county treasurer or chairman of the county board of supervisors may be the 
one signing the 28E agreement on behalf of the county, the requirements of the agreement 
apply to any county employee performing driver’s license transactions.   
 
DOES THIS POLICY APPLY TO COUNTY TREASURERS THAT DON’T ISSUE DRIVER’S LICENSES 
AND NONOPERATOR ID CARDS? 
Yes.  Although we do not enter into a 28E agreement with county treasurers who do not 
perform driver’s license and nonoperator ID card functions, all county treasurers are provided 
access to DOT systems and motor vehicle records to perform vehicle registration and title 
transactions under the DOT’s statutory authority to install and maintain the statewide motor 
vehicle records system. 
 
DOES THIS POLICY APPLY TO MOTOR VEHICLE DIVISION STAFF (I.E., NOT COUNTY 
TREASURERS)? 
Yes.  DOT staff must abide by the acceptable uses of DOT systems and records. Any potential 
misuse by a DOT employee will similarly result in an investigation following the State’s Human 
Resources rules.  
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Title Policy No. 

Computer Resources 030.02 
Responsible Office Related Policies and Procedures 

Information Technology Division 

010.01, 010.02, 010.11, 030.06, 030.09, 

030.11, 030.12, 030.13 
Effective/Revision Dates Approval(s) 

10-01-2002/4-17-2018 Annette M. Dunn 

Authority:  Director of the Information Technology Division (IT Division). 

Contents:  This policy describes the procedures for request to purchase, acceptable use, support and 

disposal of computer resources. 

 

Table of Contents: 

I. Request to Purchase Computer Resources 

II. Acceptable Use of Computer Resources 

III. Use of Software 

IV. Data Availability 

V. Installation, Support, and Disposal of Computer Resources 

VI. Broken/Malfunctioning Equipment 

VII. Lost or Stolen Equipment 

VIII. International Travel 

Affected Offices:  All 

Who to Contact for Policy Questions:  IT Division, 515-239-1284. 

Definitions:   

Computer Resources –  All DOT computer equipment, including desktop, laptop, notebook, tablet, or any 

other fixed or portable device that is used for the purpose of processing data or interfacing with other 

devices via DOT networks.  For the purposes of this policy, computer resources do not include 

smartphones (see Cellular Telephones and Smartphones, PPM 010.18). 

Confidential – See the definition in Policy No. 030.06, Records Management and Access to 

Records. 

Data – Documents, spreadsheets, databases, PowerPoint presentations, audio files, email 

messages, images, videos, etc., anything that can be created on, stored on, or transmitted by 

computer resources. 

 

Information Technology Resources– Computer resources, computing systems, networks, 

telephony (including landlines, cellphones, smartphones, and radios), data and databases, 

physical facilities, infrastructure, software, hardware, computer programs and languages, 

procedures, processes and documentation used for inputting, outputting, securing, processing, 

transmitting, storing, displaying, retrieving, scanning and printing of information stored in an 

electronic format.    
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IP Plan – Information Processing Plan.  See PPM 030.01, Information Technology Processing, 

for complete description of the IP Plan. 

 

Mobile Application (Mobile App or, more commonly, App) – A category of software (see 

definition below) that is designed and optimized for use in mobile computing devices. 

 

Peripherals – Refers to printers, monitors, scanners, external modems, disk drives, or any other 

devices permanently or semi-permanently attached to computer resources.  Peripherals do not 

include removable media such as thumb drives, cameras or smartphones.  For more 

information about removable media, see PPM 030.13, Removable Media and Encryption of 

Data. 

 

Personally identifiable information – For the purposes of this policy, see the definition in Policy 

No. 030.06, Records Management and Access to Records. 

 

Software – A set of instructions used by a computer to perform specified tasks. 

 

Support Team – IT Division staff, under direct supervision of an IT Division manager(s), who 

have been assigned the responsibility to provide computer resources or programming 

activities in support of another division as specified by the director of that division. 

Forms:  None 
 
Policy and Procedure:   

I. Requests to Purchase Computer Resources 

A. Tablet Computers: A request for a tablet computer must be submitted through the Service 

Request System.  The Service Request must be approved by the employee’s supervisor, 

office director/district engineer and division director. 

B. For all other computer resource purchases, see Policy No. 010.01, Equipment 

Procurement.  

II. Acceptable Use of Computer Resources 

A. General guidelines for acceptable use of computer resources include the following: 

1. Employees must: 

a. Access and use information technology only for authorized purposes and in 

accordance with the DOT’s Policies and Procedures. 

b. Protect their userids and accounts from unauthorized use. 

c. Protect confidential and personally identifiable information from unauthorized 

access by locking or otherwise securing computer resources whenever employees 

are away from their devices.  To assist employees in maintaining IT resources 

security, computer resources connected to the DOT’s network will lock after 15 
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minutes of inactivity.  Additionally, all employees who use mobile devices must 

make sure they are configured to automatically deactivate (time out) after a 

maximum of 15 minutes of inactivity even when not connected to the DOT’s 

network, at which time a four-or-more character password is required to reactivate 

the device.  For more information about mobile device security, see PPM 030.13, 

Removable Media and Encryption of Data, and PPM 030.12, Laptop Encryption. 

d. Access only files and data that they are authorized to access or are publicly 

available. 

e. Use only legal versions of copyrighted software in compliance with vendor 

license requirements. 

f. Allow IT Division support teams access to computer resources to install software, 

monitor inappropriate activity, diagnose problems and retrieve inventory 

information. 

2. Employees must NOT: 

a. Use another person's computer resource, files or data without permission. 

b. Use another person’s individual userid and password for any reason other than 

official DOT business without obtaining prior authorization. 

 

Users must change their password immediately after completion of the work 

allowing another person to use it to access the employee’s account. 

c. Use computer programs to decode passwords or modify control information. 

d. Attempt to circumvent or subvert security measures, including by not 

participating in required DOT information security training initiatives. 

e. Engage in any activity that might be harmful to systems or to any information 

stored on them such as creating or propagating viruses, disrupting services, or 

damaging files. 

f. Use the DOT’s information technology for commercial or political purposes, such 

as using e-mail to circulate advertising for products or for political candidates. 

g. Make, use or store illegal copies of copyrighted software. 

h. Use the DOT’s information technology resources for games, or non-business 

chatter in the form of jokes, chain letters, or the routing of large non-business 

attachments, such as video and audio files. 

i. Use e-mail or messaging services to harass, intimidate or annoy another person.  

However, this does not include unsolicited business-related messages or e-mail, 

such as retirement or catastrophic leave announcements. 

j. Waste computing or network resources.  Examples include intentionally placing a 

program in an endless loop, by allowing real-time update of data via constant 
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connection to an external site, or by allowing downloading of media for non-

business usage. 

k. Create security breach or system vulnerability by acting as an unauthorized 

gateway for external access.   

l. Use the DOT’s information technology resources for personal gain or engage in 

any other activity that does not comply with the general guidelines presented 

above in section II.A.1. 

B. Employees in work status shall only use their computer resources for DOT business. 

C. The computer resource may be used for personal use provided: 

1. The use is limited to non-worktime, which is defined as before or after work and 

during lunch breaks. 

An exception to this provision applies in the event of a weather or other emergency, 

at which time usage must be restricted to responding to or monitoring the emergency. 

2. The use is incidental and there is no additional, easily quantifiable cost to the DOT. 

3. The use is consistent with all other requirements of this policy. 

D. Employees are responsible for the safety of their computer resources and data. 

E. Portable equipment shall not be left in an unsecured location under any circumstances or 

checked as baggage when flying on commercial airliners unless required by law or airline 

policy.  See section VIII of this policy for International travel. 

F. The DOT reserves the right to monitor, copy and examine any files, network traffic, 

information technology usage or information resident on any system used to conduct the 

DOT business.  If the DOT believes illegal or improper behavior is taking place, or if a 

user’s actions are affecting the integrity or the reliability of the DOT’s services, the DOT 

reserves the right to suspend services and/or access privileges until the user has been 

notified and the DOT has conducted an investigation. 

III. Use of Software 

A. The DOT secures licenses for the use of computer resource software from a variety of 

vendors.  The DOT may not, unless authorized by the software vendor, reproduce or copy 

any licensed software or documentation either electronically or manually. 

B. Software use must be in compliance with the license agreement. 

C. The division directors or designees shall approve all software used on computer resources 

within their division.  The IT Division shall coordinate with the division directors or 

designees to establish, as much as is practicable, a DOT-wide standard to warrant and 

approve the installation of each authorized software package.  Installation standards shall 

be followed by support team staff.  The IT Division shall remove any unauthorized 

software found on a DOT computer resource. 
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D. The support team shall install all software.  An exception would be free mobile 

applications for mobile computing devices that aid an employee in his or her work. 

Contact the Service Desk at 515-239-1075 with questions or requests. 

E. The following actions are prohibited: 

1. Duplication of licensed software, except as permitted by the license agreement, is a 

violation of the federal Copyright Act. 

 

Under the federal Copyright Act, anyone involved in the misuse of copyrighted 

material, such as the illegal reproduction of software or documentation, may be 

subject to civil damages and criminal penalties including fines and imprisonment. 

2. Employees shall not copy, alter or remove licensed software without the permission 

of the IT Division. 

3. Employees shall not install software licensed by the DOT on the employee’s personal 

home computer or any other computer unless specifically authorized by the DOT. 

F. Pursuant to Iowa Code subsection 721.2(5), it is a serious misdemeanor to use state 

property for private purposes or personal gain.  Software developed by DOT employees is 

the property of the DOT.  Employees shall not provide DOT-owned software or copies to 

persons outside the DOT without specific authorization from the IT Division Director. 

IV. Data Availability 

A. It is the responsibility of the employee to store critical DOT data on appropriate 

networked storage devices.  Networked storage is available to multiple users and is 

routinely backed up by the IT Division.  Local drives such as desktops, laptops, or mobile 

devices available only to single users, are not backed up by the IT Division.  

B. If non-critical data is stored on a computer resource, it is the employee’s responsibility to 

create a backup copy of the non-critical data.   

C. It is the employee’s responsibility to copy non-critical data from the computer resource to 

another media when the support team is going to replace the resource.  The employee may 

copy the non-critical data from the media back onto the resource after installation. 

V. Installation, Support, and Disposal of Computer Resources 

A. The IT Division shall install and support all computer resources. The IT Division shall 

approve all peripheral equipment.   

1. Only DOT equipment shall be attached to the DOT’s networks, unless authorized by 

the IT Division.  As explained in PPM 010.18, Cellular Telephones and Smartphones, 

a wireless exception to network connections exists: 

Wireless Exceptions: This prohibition does not apply to DOT employees using 

personal devices to log into the “IADOT_Employees_Only” wireless network using 

their LAN credentials.  The DOT’s wireless connections do not allow unauthorized 
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devices (such as personal devices) access to secured networking resources.  When an 

unauthorized device connects to “IADOT_Employees_Only,” it is granted access 

only to the Internet. 

At DOT facilities that offer Wi-Fi access, an employee in work status shall secure 

supervisor approval to connect a personal device to the “IADOT_Employees_Only” 

network.  Connecting personal devices must never interfere with an employee’s work 

duties.  

Employees shall not access DOT Public Wi-Fi networks.  These are strictly for the 

public’s convenience, and if employees use the service, the network would become 

overloaded and therefore unavailable to the public. 

2. Employees who believe they have a justifiable business need for connection of non-

DOT devices to secured DOT networks shall first discuss the need with their 

supervisor and then contact the Service Desk, 515-239-1075, for instructions. 

B. Computer resources that are replaced shall be turned into the support team for 

reassignment or disposal.  The resource shall be prepared for disposal in accordance with 

Policy No. 010.02, Equipment Transfers.  

C. Used computer resources may be reinstalled if it is deemed usable by the receiving cost 

center.  It shall be the responsibility of the IT Division to reinstall the resource. 

VI. Broken/Malfunctioning Equipment 

A. The employee shall report equipment problems to the Service Desk: 515-239-1075.  The 

Service Desk shall document all equipment problems. 

B. In the event of equipment failure, the IT Division shall verify the condition of the 

equipment and recommend, based on cost, age and use, whether to have it repaired or 

replaced. 

1. If the equipment is repaired based on the IT Division recommendation, the IT 

Division shall contact the vendor and pay for the repairs.   

2. If it is mutually agreed between the IT Division and the cost center owner the 

equipment should be replaced, the replacement equipment shall be submitted as an IP 

plan amendment and purchased in accordance with Policy No. 010.01, "Equipment 

Procurement." 

VII. Lost or Stolen Equipment 

 
If a computer resource is lost or stolen, specific procedures must be followed.  See Policy No. 

010.11, "Equipment—Security, Inventory and Reporting of Loss or Damage" for guidance. 

VIII. International Travel 

Mobile technologies vary among nations, providers, and device brands; therefore, an 

employee who travels internationally and requires use of a DOT mobile or portable 
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computer resource to conduct DOT business shall contact the IT Division’s Service Desk, 

515-239-1075, at least two weeks prior to scheduled travel.  The IT Division will then 

determine the best method for ensuring international connectivity at the most reasonable 

cost. 

Any exceptions to this policy must be approved by the Director of the IT Division. 
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