
 

 
 

 

Motor Vehicle Division Policy Memo # 19‐08 
Appropriate Use of DOT‐Provided Internet 
 

DATE:  October 11, 2019 

FROM:  Melissa Spiegel, Director, Motor Vehicle Division 

TO: All Motor Vehicle Division staff, Iowa County Treasurers and County Treasurers’ staff that issue 

driver’s licenses and non‐operator’s identification cards  

 

SUBJECT 

This policy memo explains our policy on conducting internet searches using Department of 

Transportation (DOT)‐provided internet. 

EXPLANATION 
While the DOT already has a policies and procedures document (PPM 030.09) on appropriate use of the 
DOT’s Internet resources, we are providing this policy memo to further communicate and document our 
policy regarding the appropriate and inappropriate use of DOT‐provided internet resources as county 
treasurers will now have DOT‐provided internet available on their driver’s license issuance machines.  
We thought it would be helpful to develop one policy memo that applies to both Iowa DOT motor 
vehicle division staff and county treasurers that utilize DOT‐provided internet to bring existing guidance 
on this topic under one umbrella. 
 
DOT GUIDANCE 
This policy memo adopts Section II, Use of the Internet, of DOT PPM 030.09 (attached at the end of this 
memo), which outlines what constitutes an appropriate or inappropriate use of DOT‐provided internet.  
The following attachments related to DOT‐provided internet resources may be found at the end of this 
memo: 

 DOT PPM 030.09 

 A sample 28E agreement with the county treasurers 

 
HELPFUL QUESTIONS AND ANSWERS 
The following questions and answers provide additional information that will be helpful to you and to 
customers. 

 

WHAT GUIDELINES SHOULD WE FOLLOW TO DETERMINE WHAT IS AN APPROPRIATE OR 

INAPPROPRIATE USE OF DOT‐PROVIDED INTERNET? 

Section II, Use of the Internet,  of DOT PPM 030.09 (attached at the end of this memo), outlines 

what constitutes an appropriate or inappropriate use of DOT‐provided internet.  There may be 

some provisions in the PPM that do not directly apply to county treasurer staff, such as 

accessing DOT public wifi, however, the applicable sections to your work should be fairly 

evident. Please familiarize yourself with this document and if in doubt about the applicability of 

this document to your work, or if you have any questions, please follow‐up with your county 

liaison.   



     

2 
 

 

WHY ARE WE ISSUING A POLICY MEMO ADDRESSING APPROPRIATE USE OF DOT‐PROVIDED 

INTERNET? 

As part of the county connectivity project, the DOT is providing internet resources to county 

treasurers performing driver’s license and non‐operator identification card issuance, and while 

the DOT already has a policy and procedures document governing appropriate use of DOT‐

provided internet resources for DOT employees, there was no policy established for county 

treasurer staff use of DOT‐provided internet. 

 

DOES THE DIS 28E AGREEMENT WITH COUNTIES THAT ISSUE DRIVER’S LICENSES AND 

NONOPERATOR IDENTIFICATION CARDS ONLY APPLY TO THE COUNTY OFFICIAL THAT SIGNS 

THE AGREEMENT? 

No.  Although the county treasurer or chairman of the county board of supervisors may be the 

one signing the 28E agreement on behalf of the county, the requirements of the agreement 

apply to any county employee performing driver’s license transactions.  Section VIII(B) of the 

agreement states that “all equipment, hardware, software, forms, supplies, data line 

communications…materials and other propriety placed and provided by the department at the 

county’s facilities…shall remain department property.”  This section means that any property or 

equipment provided by the DOT remains DOT property, and thus is subject to DOT use policies, 

including the policy on the appropriate use of DOT internet resources. 

 

DOES THIS POLICY APPLY TO COUNTY TREASURERS THAT DON’T ISSUE DRIVER’S LICENSES 

AND NONOPERATOR IDENTIFICATION CARDS? 

This policy applies to any county employee who uses DOT‐provided Internet for any reason.  

County computers used solely for vehicle titling and registration and/or property tax 

transactions do not use DOT‐supplied Internet and therefore users of those machines should 

follow Internet usage policies or procedures set forth by their county treasurer’s office.   

 

DOES THIS POLICY APPLY TO MOTOR VEHICLE DIVISION STAFF (I.E., NOT COUNTY 

TREASURERS)? 

Yes.  DOT employees have always been required to abide by the requirements in PPM 030.09. 

  

WHAT HAPPENS IF I VIOLATE THE PROVISIONS OF DOT’S POLICY ON APPROPRIATE USE OF 

DOT INTERENT RESOURCES?   

For DOT employees, your supervisor will follow existing investigation/disciplinary procedures in 

consultation with the Employee Services Bureau if a violation of this policy occurs, as outlined in 

PPM 030.09, Section IV, Misuse, Monitoring, and Filtering.  For county treasurer’s offices that 

issue driver’s licenses and nonoperator identification cards, we may follow the procedures 

outlined in the 28E agreement regarding system access rights.  For county treasurer’s offices 

that do not have a 28E agreement, we will consider discontinuing access to any DOT‐provided 

internet as an appropriate consequence for continued noncompliance with this policy. 
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Title  Policy No. 

Internet Services 030.09 
Responsible Office Related Policies and Procedures 

Information Technology Division 030.02, 230.09 
Effective/Revision Dates Approval(s) 

5-21-1996/4-17-2018 Annette M. Dunn 

Authority:  Director of the Information Technology Division (IT Division). 

Contents:  This policy establishes appropriate and inappropriate use of the DOT's Internet 

resources, both wired and wireless, including file uploads and downloads.  

Affected Offices:  All 

Who to Contact for Policy Questions:  Director of the IT Division, telephone 515-239-1284. 

Definitions: None  

 

Authorized Device – An authorized device is a DOT-issued desktop computer or portable device, 

such as a laptop or smartphone; or a non-DOT device, such as a personal device, the user of which 

has obtained the appropriate approvals as required by the IT Division and which has been loaded 

with DOT security and monitoring software, including, as necessary, Mobile Device Management 

for remote wiping of the device’s data in the event of loss, theft, or other compromise. 

 

Authorized Guests Only Wireless Network – The DOT guest wireless network is provided for DOT 

guests, such as vendors, contractors, and other professional contacts.  The guest wireless network 

requires a user ID and password, which the guest must secure by providing a DOT contact to 

validate and approve the request.  The DOT’s guest wireless connections do not allow direct access 

to secured networking resources. 

 

Iowa DOT Employees Only Wireless Network – This wireless network can be accessed only with 

authorized DOT employee LAN credentials (User ID and Password).  Authorized devices will be 

allowed access to the data that the employee has access to on the DOT’s secured networks.  

Nonauthorized devices (including personal devices) will be granted access only to the Internet. 

 

Public Access Wireless Network – The DOT’s public access wireless network is free and available 

for DOT customers and the public to use.  It does not require a user ID or password, although it 

does require the user to agree to acceptable use terms before access is granted.  DOT employees in 

work status shall not connect to a DOT public access network because unnecessary overuse 

renders the network unavailable to the public.  

 

Forms:  None 

 
Policy and Procedure: 

I. Internet Access 
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A. By default, the IT Division shall ensure employees are provided with access to the 

Internet.  Except as provided in this policy, employee access will be blocked by the IT 

Division for specific categories of sites that are deemed inappropriate for a work 

environment. 

B. Supervisors shall determine whether their employees will be blocked from Internet access 

or whether access to sites which are otherwise restricted, should be granted.  A supervisor 

must complete a System Access request from the IT Division to block an employee's 

Internet access or to request access to restricted sites. 

II. Use of the Internet 

A. The Internet is provided for business use for employees to accomplish their assigned job 

duties and responsibilities.   

B. Personal, or non-DOT business, access to the Internet through DOT infrastructure is 

limited as follows:  

1. To the employee's lunch break or immediately before or after work when the 

employee is in a non-work status;  

2. When the employee is authorized by the employee's supervisor to be at the work site. 

Such personal access shall be consistent with all other requirements of this policy and 

other DOT policies.   

3. During emergency situations (e.g., to determine if there is a school or business 

closure for severe weather or other emergency). 

4. An exception for wireless use also applies: As explained in PPM 010.18, Cellular 

Telephones and Smartphones, a wireless exception to network connections reads as 

follows: 

(1) This prohibition does not apply to DOT employees using personal devices to log into 

the “IADOT_Employees_Only” wireless network using their LAN credentials.  The 

DOT’s wireless connections allow unauthorized devices (such as personal devices) 

access only to the Internet.   

(a) At DOT facilities that offer Wi-Fi access, an employee in work status shall 

secure supervisor approval to connect a personal device to “IADOT_Employees_ 

Only” in order to access such services as streaming music.  Employees should 

remain conscious of their use of DOT resources and understand they are limited.  

Connecting personal devices must never interfere with an employee’s work 

duties.  

(b) Employees shall not access DOT Public Wi-Fi networks.  These are strictly 

for the public’s convenience, and if employees use the service, the network 

would become overloaded and therefore unavailable to the public. 
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C. The Internet, whether accessed through wired or wireless connections, or whether onsite 

or from a remote location, shall never be used: 

1. For any unlawful purpose. 

2. To engage in or maintain a personal business or engage in personal business activities 

which includes but is not limited to the offering of services or merchandise for sale. 

3. Unless the use is assigned for a valid business reason, to send, request, search, 

display, view, print, download or otherwise disseminate material involving or relating 

to: 

• obscenity, pornography, profanity, libel, slander, fraud, defamation, forgery, 

plagiarism, harassment, discrimination, intimidation, impersonation; or 

 

• language which is malicious, false, inaccurate, sexually oriented, racially 

offensive, illegal, threatening, abusive, embarrassing; or involves solicitation for 

illegal pyramid schemes and computer tampering (e.g., spreading of computer 

viruses).  

4. To stream audio or video that is not work related, except as allowed in section II.B.4, 

above.   

5. To remote to any non-DOT unauthorized computers. 

6. To engage in partisan political activities of any nature. 

7. To intentionally seek information on, obtain copies of, reveal, publicize, or modify 

files or other data that are private, confidential, proprietary, or not open to public 

inspection or release unless specifically authorized to do so. 

8. To gamble, wager, bet or sell chances. 

9. To intentionally seek information on, obtain copies of, or modify files or data 

belonging to others without the authorization of the file owner. 

10. To intentionally develop programs designed to harass other users or infiltrate a 

computer or damage or alter its software components. 

11. To upload or download commercial software, mobile applications, or other materials 

unless specifically authorized to do so.  In no case shall authorization be given to 

violate licenses, copyrights, or other state or federal laws regarding intellectual 

property or computer activities. 

12. To access or distribute computer games, except as allowed in section II.B.4, above.. 

D. If an employee accesses an inappropriate site, even inadvertently, or receives or 

downloads materials, including but not limited to those specified in II.D.3. of this policy, 

the employee shall immediately report the incident to the employee's supervisor.  The 

supervisor shall contact the DOT Service Desk.  
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III. Internet Support 

 
The IT Division shall: 

A. Determine the hardware and software needed for Internet access and the transfer of 

information. 

B. Write necessary instructions for Internet access and data transfer or storage. 

C. Establish procedures to secure Internet services from tampering and/or unlawful access. 

D. Audit invoices received and ensure payment is made for all charges for data networks. 

IV. Misuse, Monitoring and Filtering 

A. Internet activity occurring on DOT computers, networks, and accounts is monitored.  

DOT utilizes filtering software to limit access to sites on the Internet.  If activities are 

discovered which do not comply with applicable law or policy, records retrieved may be 

used to document the wrongful content.   

B. Violators of this policy may be subject to disciplinary action up to and including discharge 

and to such criminal charges as may be appropriate.  Allegations of misconduct will be 

investigated according to Policy No. 230.09, Investigations. 

Any exceptions to this policy must be approved by the Director of the IT Division.   
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